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Link to website of the Journal Link to article / paper / abstract of the article Is It listed in the 
UGC Care List 

Analysis the performance of iris Recognition 
System by using Hybrid Feature Extraction & 
Matching by SVM classifier

Dr Aparna Gale Science ASSR 2019 Jun-19 2350-1146 https://asianssr.org/index.php/ajct/article/view/259 https://asianssr.org/index.php/ajct/article/view/259 Yes

Mass politics and the punjab Congress in the 
Pre Gandhian Era Prof Kanchan Ingole Humanities International Research Journal -IF-6.021 Mar-19 2319-9318 Yes

Relationship of Arousal and Performance Dr. Madamn B Ingale Physical Education University Grant Commission ,New 
Delhi Recognized Journal no-41311 Feb-19 2347-503x

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Ingle%20Feb%202019.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Ingle%20Feb%202019.pdf Yes

NAAC Mulyankanat Granthalayachi Bhumika Mr. Pramod W. Tadas Library International E Research Journal Feb-19 2348-7143
http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Feb%202019.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Feb%202019.pdf Yes

Information Literacy in the College Library Mr. Pramod W. Tadas, Library Revamping of academic Libraries  for 
new generationVol-II Feb-19 88544-06-1

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Nov%202018.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/Nov%202018.pdf Yes

Analysis of Organized Data (web cloud data) 
Through Data Provenance Technique  Dr. Ashish B Sasankar  Computer Science

International Journal of Scientific 
Research in Computer Science, 

Engineering and Information 
Technology

Feb-18 2456-3307
http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831443.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831443.pdf Yes

An Overview and Classification of Software 
Reliability Models  Dr. Ashish B Sasankar  Computer Science

International Journal of Scientific 
Research in Computer Science, 

Engineering and Information 
Technology

Feb-18 2456-3307
http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831443.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831443.pdf Yes

Multifactor Authentication Techniques with 
Computer Hardware  Dr. Ashish B Sasankar  Computer Science

International Journal of Scientific 
Research in Computer Science, 

Engineering and Information 
Technology

Feb-18 2456-3307
http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831424.pdf

http://nacscwardha.org/AcadData/2018-
19/Research/Journals/CSEIT1831424.pdf Yes

Intrusion Detection Systems for Mobile  AD-
hoc Networks  Dr. Ashish B Sasankar  Computer Science

International Journal of Advance 
Research in Computer Science and 

Management Studies
Yes

Importance of Outcome Based Educatuion : 
NAAC perspective  Dr. Ashish B Sasankar  Computer Science  Dr. Ashish B. Sasankar, Sandip Petare

 Academic Session: 2018-19 Research 
Journey : International e-Research

Feb-19 2321-7782
http://www.nacscwardha.org/AcadData/2018-

19/Research/ConfPapers/Revised-naac_Framework_journal-23-
28.pdf

http://www.nacscwardha.org/AcadData/2018-
19/Research/ConfPapers/Revised-
naac_Framework_journal-23-28.pdf

Yes

A study of introduction of "Digital Payment 
System"in India :Benefits and Challenged  Dr. Bhaskar Ghiasas

Department of 
Commerce & 
Management

International Multidisciplinary Half Year 
Research Jul-24 2279-048

http://www.nacscwardha.org/AcadData/2018-
19/Research/ConfPapers/RESEARCH.pdf

http://www.nacscwardha.org/AcadData/2018-
19/Research/ConfPapers/RESEARCH.pdf Yes

Realtionship of Arousal and Performance  Dr. Madan Bhaurao Ingle Humanities UGC , New Delhi Recognised Journal Feb-19 2347-5021
http://www.nacscwardha.org/AcadData/2018-
19/Research/Journals/Ingle%20Feb%202019.pdf

http://www.nacscwardha.org/AcadData/2018-
19/Research/Journals/Ingle%20Feb%202019.pdf Yes

2018-2019

2019 -2020
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Title of paper Name of the author/s Department of the 
teacher Name of journal

Calendar 
Year of 

publication
ISSN number

Link to the recognition in UGC enlistment of the Journal /Digital Object Identifier (doi) number



Studies on fungal flora collected from spider 
webs
of Melghat forest Maharashtra India

 Dr. V.P. Ughade Biotechnology Journal of Emerging Technologies and 
Innovative Research (JETIR) Aug-19 2349-5162 http://www.jetir.org http://www.jetir.org Yes

Evolution of GI cloud" Meghraj -A succesful 
Journey towarda digital India  Dr. Ashish B Sasankar  Computer Science Solid state Technology by Scopus Aug-19 2321-7780

http://nacscwardha.org/AcadData/2019-
20/Research/Journals/Evolution%20of%20GI%20Cloud%20%E2%80%
9CMeghraj%E2%80%93%20a%20Successful%20journey%20towards%

20Digital%20India%20_%20Solid%20State%20Technology.html

http://nacscwardha.org/AcadData/2019-
20/Research/Journals/Evolution%20of%20GI%20Cl
oud%20%E2%80%9CMeghraj%E2%80%93%20a%20
Successful%20journey%20towards%20Digital%20In

dia%20_%20Solid%20State%20Technology.html

Yes

Dr. Vandana Palsapure Marathi B. Aadhar International 
MultidisciplinaryResearchJournal  2020 2278-9308 https://www.aadharsocial.com/ArticalPDF/1.pdf https://www.aadharsocial.com/ArticalPDF/1.pdf Yes

Granthalaya aani Samaj P. W. Tadas Library B. Aadhar Multidisiplinary International 
Journal Peer Reviwed Apr-21 2278-9308 https://www.aadharsocial.com/ArticalPDF/1.pdf http://www.adharsocial.com/ArticlePDF/1.pdf Yes

Granthalaya Upbhoktyanchya 
Abhyasvishayak Garaja P. W. Tadas Library Vidyawarta International Peer 

Reviewed Multilingual Research Journal April-June 2021 2319-9318 http://www.vidyawarta.com/ http://www.vidyawarta.com/ Yes

SARC Sanghatana Dr. P. M. Achegawe Political Science 
An International Peer Reviewed & 

Refereed Journal Scholarly Research 
Journal For Interdisciplinary Studies

April-June 2021 2319-4766 http://sjifactor.com/passport.php?id=17501 http://sjifactor.com/passport.php?id=17501 Yes

Human Rights and Indian Constitution Dr. P. M. Achegawe Political Science B. Aadhar Multidisiplinary International 
Journal Peer Reviwed 2020 2278-9308 https://www.aadharsocial.com/ArticalPDF/1.pdf https://www.aadharsocial.com/ArticalPDF/1.pdf Yes

Importance Of Yoga in Modern Life  Dr. M. B. Ingle Physical Education 
B. Aadhar Peer Revieved and Referred 
Indexed Multidisciplinary International 

Research Journal 
Mar-21 2278-9308 http://www.aadharsocial.com http://www.aadharsocial.com Yes

Anxiety and its technoques to control 
competition anxiety Dr. M. B. Ingle Physical Education Ajanta : Peer reviewed referred Journal Dec-20 2277-5730 http://www.sjifactor.com http://www.sjifactor.com Yes

The effect of Motivation on sports 
performance Dr. M. B. Ingle Physical Education 

International Peer reviewed 
Multilingual research Journal Printing 

Area 
Apr-21 2394-5303 https://www.vidyawarta.com/03/?p=4576 https://www.vidyawarta.com/03/?p=4576 Yes

Impact of resevation on Women 
empowerment Dr.Nishant Chikate  Social work

           Peer reviewed referred 
International Journal sanshodhan 

samiksha
20-Nov 2278-9308 http://nacscwardha.org/AcadData/2020-

21/Research/Journals/1.pdf
http://nacscwardha.org/AcadData/2020-

21/Research/Journals/1.pdf Yes

Analysis of Iris Identification system by using 
Hybrid based PSO Clasifier Dr. Aparna G. Gale  Computer Science Springer ICDSMLA 2019 2019 978-981-15-1419-7 https://link.springer.com/chapter/10.1007/978-981-15-1420-3_13 https://link.springer.com/chapter/10.1007/978-

981-15-1420-3_13 Yes

Removal of Dye by Adsorption : A Review Tejaswini B. Ingole Chemistry Aug-20 2230-9578
http://www.nacscwardha.org/AcadData/2023-
24/Research/ConfPapers/377-384_merged.pdf

http://www.nacscwardha.org/AcadData/2023-
24/Research/ConfPapers/377-384_merged.pdf Yes

Classification and Performance of Biometric 
Authentication  Dr. Ashish B Sasankar  Computer Science

International Journal of Scientific 
Research in Computer Science, 

Engineering and Information 
Technology

Oct-21 2456-3307
http://nacscwardha.org/AcadData/2021-

22/Research/Journals/Classification_and_Performance_of_Biomet.p
df

http://nacscwardha.org/AcadData/2021-
22/Research/Journals/Classification_and_Perform

ance_of_Biomet.pdf
Yes

Swatrantrotyar Bhartatil Sansadiya lokshahi 
ani rajkiya pakshache rajkaran Dr. Pramod Achegave Humanities International Peer Revived -Indexed 

Research Journal Dec-21 2278-9308
http://nacscwardha.org/AcadData/2021-22/Research/Journals/DOC-

20240116-WA0108..pdf

http://nacscwardha.org/AcadData/2021-
22/Research/Journals/DOC-20240116-

WA0108..pdf
Yes

2021-2022

2020-2021



Bhartiya Lokshahit aarakshan dhoran va 
Mahila sakshamikaran Dr. Nishikant A. Chikate Social Work International Multilingual Research 

Journal Issue-13 22-Jan 2394-5303 http://nacscwardha.org/AcadData/2021-22/Research/Journals/2.pdf http://nacscwardha.org/AcadData/2021-
22/Research/Journals/2.pdf Yes

Stress Related Problem in Sports Dr. M. B. Ingle Physical Education  Peer Revived International Journal 22-Feb 2394-5303
http://nacscwardha.org/AcadData/2021-

22/Research/Journals/Ingle%20Feb%202022.pdf
http://nacscwardha.org/AcadData/2021-

22/Research/Journals/Ingle%20Feb%202022.pdf Yes

Prakashan Vyasay-Granthra Prakashan 
prayojan ani bhumika Mr. Pramod W. Tadas Library International Peer Revived Journal of 

Library Science Feb-24 2583-2549
http://nacscwardha.org/AcadData/2021-
22/Research/Journals/Tadas2022(1).pdf

http://nacscwardha.org/AcadData/2021-
22/Research/Journals/Tadas2022(1).pdf Yes

Bhartiya Lokshahi ani Prasar Madhmaye Dr. Pramod Achegave Humanities International Peer Revived -Indexed 
Research Journal Dec-24 2278-9308

http://nacscwardha.org/AcadData/2022-23/Research/Journals/DOC-
20240116-WA0110..pdf

http://nacscwardha.org/AcadData/2022-
23/Research/Journals/DOC-20240116-

WA0110..pdf
Yes

Risk Management and its importance for 
sports and Leisure Dr. Madan Bhaurao Ingle  Physical Education 

and Sports International Refered Research Journal 23-Aug 2319-359X
http://www.nacscwardha.org/AcadData/2022-

23/Research/Journals/Madan%20Ingle%2023.pdf
http://www.nacscwardha.org/AcadData/2022-
23/Research/Journals/Madan%20Ingle%2023.pdf Yes

Maharashtratil Granth Nirmiti Prkiyemadhe 
Prakashanache Yogdan Mr. Pramod W. Tadas Department of 

Library Science B aadhar International Journal 23-Apr 2278-9308
http://www.nacscwardha.org/AcadData/2022-

23/Research/Journals/Tadas2023.pdf
http://www.nacscwardha.org/AcadData/2022-

23/Research/Journals/Tadas2023.pdf Yes

Risk Management and its importance for 
sports and Leisure Dr. Madan Bhaurao Ingle  Humanities DEAL, Volume XI, Issue II 23-Aug 2319-359X

http://www.nacscwardha.org/AcadData/2022-
23/Research/Journals/Madan%20Ingle%2023.pdf

http://www.nacscwardha.org/AcadData/2022-
23/Research/Journals/Madan%20Ingle%2023.pdf Yes

Mahtma Gandhi's Conception of 
Sarvodaya:A Brief Study Dr. Nishikant A. Chikate Social Work

Worldwide International Inter 
Disciplinary Research Journal (A Peer 

Reviewed)
15-Jul 2454-7905

http://www.nacscwardha.org/AcadData/2023-
24/Research/Journals/202402290934.pdf

http://www.nacscwardha.org/AcadData/2023-
24/Research/Journals/202402290934.pdf Yes 

2022-2023
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2020.
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Sr. No. Title Author Page No.

Schiff base from isoniazide derivative

by using molecular iodine

Rakesh D.Talele, A

Avinash N. Sonarb

C-9. Knoevenagel Condensation of

Substituted Aldehydes and Active

Methylene Compounds Using Ferrite

Magnetic Nanoparticals

†Pravinsing S. Girase,
†††Deepak V. Nagarale,
††††Bhikan J. Khairnar

And ††Bhata R.

Chaudhari*

308

C-10. Synthesis of Benzothiazine

Containing Triazole and Oxadiazole

Derivatives from Thiosemicarbazides

as important synthetic intermediate.

†Pravinsing S. Girase,
†††Bhikan J. Khairnar

And ††Bhata R.

Chaudhari*

325

C-11. Synthesis of novel derivatives of N-

(3,4-dihydro-2H-1,4-benzoxazin-6-

yl)Substituted-sulfonamide

derivatives

Zaki Ahmed B.

Munshi1, Pravinsing S.

Girase1 And Bhata R.

Chaudhari1, 2*

332

C-12. MICROBIAL EVALUATION AND

ANTIOXIDANT ACTIVITY OF

SOME NOVEL BIS-CHALCONES

& BIS-PYRAZOLES

S.B.Chaudhari 1 *,

S.N.Patel 1, S.S.Rajput
2

342

C-13. Study of Antimicrobial, Anti

inflammatory and Anti oxidant

Activities of Phytochemical Extract

from Tribulus terrestris

L. S. P. Mahire*, Dr. S.

N. Patel

354

C-14. Magnesium perchlorate (Mg(ClO4)2)

as a catalyst in the synthesis of

various 3-((5-(difluoromethoxy)-1H-

benzo[d]imidazol-2-ylthio)methyl)-2-

chloroquinoline derivatives.

Amol H. Kategaonkar*,

Sopan K. Kushare,

Yogeshwarrao R. Baste

370

C-15. Removal of Dye by Adsorption : A

Review

Tejaswini B. Ingole 377

C-16. SYNTHESIS, SPECTRAL STUDIES

& BACTERIAL ACTIVITY OF

*Pallavi R. Bhangale 385
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2. Induction of Inflammation: λ-

Carrageenan was prepared at least

12 hour before the injection in rat

paw. To induce inflammation in

rat, as an inflammatory stimulus,

Carrageenan (Sigma Aldrich Ltd.)

was injected in the right rear paw

of the animals at a dose of 0.1 ml

of 1% solution in saline at least 20

min. before administration of

standard drug[50,51,52].

3. Measurement of Paw Volume:

An Ugo Basile Plethysmometer

(Model 7140, Italy) was used to

measure the paw volumes. The

recording of paw volumes (in ml)

was performed at an interval of 1–3

h. The volume of paw recorded just

before Carrageenan injection was

recorded as initial volume (V0) in

each case. At the end of three hour

percentage inhibition was

calculated [50,51,52].

Results:

The results of phytochemical

analysis of Tribulus terrestris are given in

table 1, 2 and 3. The performed

phytochemical analysis revealed the

presence of alkaloids, flavonoids,

saponins, steroids, glycosides and phenolic

compounds in the plant. The results also

indicate that the methanol extracts of

leaves and fruits of Tribulus terrestris are

rich in saponins, glycosides, flavonoids

and phenolic compounds.

Table 1: Phytochemical analysis of

Ethanol extract of Tribulus terrestris

Test Leaves Stem Fruit

Alkaloid + - +

Steroid - - -

Terpenoid - - +

Flavonoid + +

Phenols + + +

tannins + + +

Cardiac

gkycosides

+ + +

saponins - - +

+ = Presence, - = absence

Table 4: Antimicrobial activities

(diameter in mm) of ethanol exctract of

fruit, stem, and leaves.

Extract Bacteria Fungi

E.

coli

S.

aureus

C.

albicans

A.

niger

Fruit 11.2 11.49 - 13.98

Stem 11.14 12.87 - 12.19

Leaves 12.13 11.37 9.98 18.94

C 30.32 29.82 - -

A - - 18.55 18.13

E. coli = Escherichia coli, S. aureus =

Staphylococus aureus, C. albicans =

Candida albicans, A. niger = Aspergillus

niger, C = Chloramphenicol (Standard
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antibacterial), A = Amphotericin B

(Standard antifungal)

Fig. no. 1 An antimicrobial activity

(diameter in mm) of Ethanol extract of

fruit, stem, and leaves of Tribulus

terrestris L.

Table 3: %Antioxidant activity of

ethanol extracts by DPPH method

Extract Concentration

200

µg/ml

400

µg/ml

600

µg/ml

Fruit 11.8% 20.31% 32.18%

Stem 36.76% 38.56% 41.2%

Leves 50.63% 49.39% 51.44%

Ascorbic

acid

81.27% 83.49% 96.67%

Control 00 00 00

Fig. no. 1 An Antioxidant activity of

Ethanol extracts of fruit, stem, and leaves

of Tribulus terrestris L.
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Table no. 4 Anti-inflammatory activity of Ethanol extracts of Fruit, stem and leaves of

Tribulus terrestris L.

TTLEE= Tribulus terrestris Leaves ethanol extract, TTSEE= Tribulus terrestris Stem ethanol

extract, TTSEE= Tribulus terrestris fruit ethanol extract.

Figure no. 3 Effect of compounds on mean

increase in paw volume after 1 hour on drug.

The data were expressed as mean ± SEM.

The significance was determined by one-

way ANOVA followed by Bonferroni’s post

hoc test.

Figure no. 4 Effect of compounds on mean

increase in paw volume after 2 hour on drug.

The data were expressed as mean ± SEM.

Group Dose

(mg/kg)

Change in Mean Paw Volume P Value

1hr 2hr 3hr

Control 1ml/Kg 1.2 ± 0.047 1.2 ± 0.066 1.58 ± 0.083 ---------

Diclofenac

sodium
10 mg/Kg

0.53 ±

0.037***
0.53 ± 0.088 0.402 ± 0.027*** P< 0.0001

TTLEE
100mg/kg 1.5 ±

0.064*** 1.3 ± 0.049*** 0.695 ± 0.078
P< 0.001

TTSEE -- -- -- -- --

TTFEE -- -- -- -- --
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The significance was determined by one-

way ANOVA followed by Bonferroni’s post

hoc test. p<0.001 when 19 compared to

positive control.

Figure no. 5 Effect of compounds on mean

increase in paw volume after 3 hour on drug.

The data were expressed as mean ± SEM.

The significance was determined by one-

way ANOVA followed by Bonferroni’s post

hoc test. p<0.001 when 15 compared to

positive control. . p<0.001 when 16

compared to positive control.

Discussion:

Phytochemical screening of different

parts of Tribulus terrestris is carried out

using ethanol as a solvent. Leaves extract

shows presence of alkaloids, phenols,

tannins, and cardiac glycosides. Stem extract

shows presence of phenols, tannins, cardiac

glycosides. Fruit extract shows presence of

alkaloids, terpenoides, Flavanoids, phenols,

tannins, cardiac glycosides, and saponins.

An antimicrobial activity (diameter

in mm) of ethanol extract of leaves, stem,

and fruit showed against bacteria

Escherichia coli, Staphylococcus aureus and

fungi Candida albicans and Aspergillus

niger. Leaves extract showed potent activity

against bacteria Escherichia coli with

forming diameter of 12.13mm,

Staphylococcus aureus with forming

diameter of 11.37mm and fungi Candida

albicans with forming diameter of 9.98mm

and Aspergillus niger with forming diameter

of 18.94mm. Stem extract shows potent

against bacteria Escherichia coli with

forming diameter of 11.14mm,

Staphylococcus aureus with forming

diameter of 12.87 mm and fungi Aspergillus,

niger with forming diameter of 12.19mm.

Fruit extract shows activity against bacteria

Escherichia coli with forming diameter of

11.02 mm and Staphylococcus aureus with

forming diameter of 11.49mm Aspergillus

niger with forming diameter of 13.98mm

The ethanol extract of leaves

Tribulus terrestris showed the mild

scavenging activity 50.36%, 49.39%,

51.44% at three concentrations 200 µg/ml,

400 µg/ml and 600 µg/ml respectively. Stem

extract showed 36.76%, 38.56%, and 61.2%

respectively. Fruit exctract showed 11.8%,

20.31%, and 32.18% respectively.
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The ethanol extract of leaves

Tribulus terrestris L showed anti-

inflammatory activity, but stem and leaves

does not show the anti-inflammatory

activity.

Conclusion:

Phytochemical screening of different parts of

Tribulus terrestris L. is carried out using

ethanol as a solvent, shows presence of

important secondary metabolites. These

metabolites can be used to cure some

infectious diseases. The use of herbal crude

drugs, in tracts and their remedies have

significantly increased throughout the world.

Ethanol extract of fruit, stem, and leaves of

Tribulus terrestris L. showed potent activity

against bacteria and fungi Escherichia coli,

Staphylococcus aureus and fungi Candida

albicans and Aspergillus niger, it also shows

scavenging activity at three concentrations

200 µg/ml, 400 µg/ml and 600 µg/ml. The

ethanol extract of leaves Tribulus terrestris

showed anti-inflammatory activity.The

scientific and authentic researches on these

aspects are to be done in order to exploit

traditional knowledge of medicinal plants.
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Abstract— In today’s world, Iris recognition as physiological 

characteristics is one of the most reliable biometrics. It uses Iris of 

human eye plays an important role in accurate identification of 

individuals. Iris recognition system consists image acquisition, iris 

normalization, iris segmentation, features extraction and matching. 

Iris images are taken from CASIA iris VI database for study. In this 

paper we make a analysis the performance of iris recognition using 

combination of Haar transform, PCA and Block sum algorithm for 

iris verification to extract features on specific portion of the iris for 

improving the performance of an iris recognition system. The hybrid 

methods are evaluated by combining Haar transform and block sum 

algorithm. The classifier used in this paper is SVM classifier and 

decision taken by using FAR/ FRR and the experimental results show 

that this technique produces good performance on CASIA VI iris 

database. 

Keywords— Biometric,  Iris Recognition, Haar transform, SVM, 

Block sum algorithm, PCA. 
 

I.   INTRODUCTION 

 

In recent years, we witnessed the more interest in replacing 

the traditional human identification methods with biometric 

technology. In traditional methods (e.g. ID cards and 

passwords), the identification tools can be easily stolen, shared 

or forgotten. Biometric technology involves in the use of 

unique characteristics for automatic identification or 

verification. These characteristics can be grouped into broad 

categories: behavioral and physiological. At present, iris is the 

most accurate and reliable one among the biometric 

traits. The developments in science and technology have 

made it possible to use biometrics in application where it is 

required to establish or conform the identity of individuals. 

Applications such as control, database access and  

financial services are some passenger control in airports, 

access control in restricted areas, border of the examples 

where the biometric technology has been applied for more 

reliable identification and verification. 

mailto:aparna.gale@gmail.com
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In the field of financial services, biometric technology has 

shown a great potential in offering more comport to customers 

while increasing their security. As an example banking services 

and payments based on biometrics are going to be much safer, 

faster and easier than the existing methods based on credit and 

debit cards. Proposed forms of payments such as pay and touch 

scheme based on fingerprint or smart cards with stored iris 

information on them are the examples of such applications. 

Biometric systems are widely used for authentication, 

identification and verification of any individual. In terms of 

accuracy, face, fingerprint and iris based system are considered to 

be most effective. Since fingerprint of an individual changes  

over  time  and  face  recognition systems requires large database 

area and high matching time. They are considered infeasible for 

high accuracy, large size recognition application. Iris texture of an 

individual remains stable through life and can be encoded in small 

memory. These features make iris  based  recognition most  

accurate  and  reliable  biometric identification available. 

 

II.BASIC STEPS OF IRIS RECOGNITION SYSTEM 

 
The iris is a thin circular diaphragm which lies between the 

cornea and the lens of the human eye. The front view of the 

iris shown in fig. 1. 

 
 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: a. Iris Diagram       b.  Iris Structure 

 

 

The Basic steps of Iris recognition system are as shown in fig. 2. 
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Fig.2. Basic Steps of Iris Recognition System 

2.1. Image Acquisition 
 

Iris image acquisition is the first step in iris recognition. The small size of iris combined with the possibility of varying iris colors 

means a special camera must be used especially for people with darker colored irises. A good and clear image eliminates the  

process of  noise  removal and  also  helps  in avoiding errors in calculation. This paper uses the image provided by CASIA 

database. These images were taken solely for the purpose of iris recognition software research and implementation. 

 

2.2. Image Localization 

The purpose of iris localization is to localize the eye image that 

corresponds to an iris. The iris region, shown can be estimated by two circles. One is in the iris/sclera boundary that can be called 

the outer boundary and the other is sometimes called the iris/pupil boundary. The upper part of the iris area is mostly occluded by 

the eyelashes and eyelids. 

 

2.3 Image Segmentation 

Circular Hough Transform is employed to detect the inner and 

outer iris boundary. Firstly, an edge map is generated using Canny edge detector. For the outer boundary, gradients are biased in the 

vertical direction. For the inner boundary, vertical and  horizontal gradients are  weighted  equally.  To  find  the centre coordinates 

of the pupil and iris, votes are cast in Hough space. For eyelids isolation, linear Hough transform is employed.  A  simple  

thresholding  technique  is   used   for isolating eyelashes since they are quite dark compared to the rest of the eye. 

 

 

 
Fig.3 Iris Segmentation 

2.4 Image Normalization 

The  normalization  process  will  produce  iris  regions  with 

constant dimensions. Daugman rubber  sheet  model  can  be used for the iris normalization process. Centre of the pupil is 

considered as the reference point; radial vectors pass through the iris area. The radial lines around the iris region are called angular 

resolution. Since the pupil is non-concentric to the iris, a basic formula is required to rearrange points depending on the direction 

around the circle. 
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Fig.4. Daugman Rubber sheet model 

 

2. 4. Feature Extraction 

Feature extraction identifies the most prominent features for classification Iris  provides  abundant  texture  information.  A 

feature vector is formed which consists of the ordered sequence of feature extracted from the various representation of the iris images.  
Some  of  the  features  are  X-Y  coordinates, radius, shape & size of the pupil and ratio between average intensity of 
two pupils. Here we have taken three algorithms for feature 

extraction. 

 
2.4.1. Feature Extraction with Principal Component 

Analysis. 

 
The aim of feature extraction is to find a transformation from an n-dimensional observation space to a smaller m dimensional feature 
space. Main reason for performing feature extraction is to reduce the computational complexity for iris recognition. Most existing iris 
recognition methods are based on the local properties such as phase, shape, and so on. However, iris image recognition based on local 
properties is difficult to implement. Principal component analysis can produce spatially global features. The original data  are  thus 
projected onto  a  much smaller space, resulting in data reduction.PCA was invented in
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1901 by Karl Pearson. Principal component analysis (PCA) is a 

classic technique used for compressing higher dimensional data 

sets to lower dimensional ones for data analysis, visualization, 

feature extraction, or data compression. PCA involves the 

calculation  of   the   eign   value   decomposition  of   a   data 

covariance matrix or singular value decomposition of a data 

matrix, usually after mean entering the data for each attribute. 

 

2.4.2. Feature extraction using Block sum 

 

Normalized iris image is used for features extraction. Overall 

feature extraction processing is as following: 

X =X1+X2+...+X5/5 

1) First calculate the average 5 

2) Calculate cumulative sum from 0: S0 = 0 

3)   Calculate  the   other  cumulative  sums  by  adding  the 

difference  between  current  value  and  the  average  to  the 

previous sum, 

i.e., Si = Si ± l + (Xi -X) for i = 1,2,..., 5. (2) 

After calculation cumulative sums, iris codes are generated 

for each cells using following algorithm after obtaining MAX 

and  MIN  values  among  cumulative  sums.  if  Si  located 

between MAX and MIN index if Si on upward slope set cell's 

iris code to "1" if S5 on downward slope x set 

cell's iris code to "2" 

else set cell's iris-code to "0" 

This algorithm generates iris codes by analyzing the 

changes of grey values of iris patterns. Upward slope of 

cumulative sums means that iris pattern may change from 

darkness to brightness. Downward slop of cumulative sums 

means the opposite change of upward slope. 

 

2.4.3. Feature extraction using Haar Transform 

This sequence was proposed in 1909 by Alfréd Haar. Haar 

used these functions to give an example of a countable ortho 

normal system for the space of square-integral functions on 

the  real  line.  The  study  of  wavelets,  and  even  the  term 

"wavelet", did not come until much later. The Haar wavelet is 

also the simplest possible wavelet. The technical disadvantage 

of the Haar is that it is not continuous, and therefore not 

differentiable. This property can, however, be an advantage 

for the analysis of signals with sudden transitions, such as 

monitoring of tool failure in machines. 

 

2.4.4. Feature extraction using Hybrid Algorithm: 

By studying above algorithm we have used here the 
combination of Haar transform and Block sum algorithm. 
The 

algorithm that we have used for our study on iris 
recognition is as given below: 
1. Creation of feature vector 
database 

1.1. Read the database 

image. 

1.2.  Extract  the  Red,  Green  and  Blue  component  of  
that image. 
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1.3. Apply Haar transform and Block sum algorithm the Red, 

Green and Blue components of the image . This is the Feature 

Vector (FV) of that image. 

1.4. Repeat steps 1 through 3 for every database image. 

2. Testing phase 

2.1. Read the Query image. 

2.2. Repeat step 1.2 and 1.3 for the query image so as to 
obtain its Feature Vector. 

2.3. For every Database image „i‟ and a Query image ―q‖ the 

Mean Squared Error (MSE) is calculated using Equation 

2.4. The trainee image with the least MSE is declared as the 

identified user. 

2.5.  Repeat  steps  2.3  and  2.4  decreasing the  value  of  M 

gradually from 128 to 1 and record the error obtained in user 

identification for every fraction of the original feature vector. 

 
 

2.5. CLASSIFICATION (MATCHING) 

 
Classification is the problem of identifying which of the set of 

categories (sub-populations) a new observation belongs, on the  

basis of  a  training set  of  data  containing observations whose 

category membership is known. For  the purpose of 

matching or classification, various methods are used viz. 

Hamming Distance [14], Weighted Euclidean Distance, 

Normalized Correlation, Support Vector Machine (SVM) and 

Artificial Neural Network (ANN). In this paper, SVM and 

ANN are used as a classifier for pattern classification to 

identify individual’s identity based on Iris code. 

 
 

Support Vector Machines 

 
SVM works on principle of structural risk minimization as 

shown in fig 2. 

 
 

Fig. 5. SVM with linear separable data. 

SVM is a binary classifier that separates two classes. Two 

important aspects for developing SVM as a classifier are 

determination of the optimal hyper plane which will optimally 

separate the two classes and the other is transformation of 

non-linearly separable classification problem into linearly 

separable  problem.  Linearly  separable  binary  classification 

 

 
 

problem  with  no  possibility  of  miss-classification  data  is 

shown in Fig. 5. Let a set of input feature vector and the class 

label are x and y. The input feature vectors and the class 

label can be represented as 

{xi, yi} where i =1,2,…,N and y =±1. The separating 

hyper plane is, 

w. x + b = 0 

which implies 

yi (w. xi . b) > = 1 , i= 1, 2,…N 

Basically, there are numerous possible values of {w,b} 

that create separating hyper plane. In SVM only hyper plane 

that  maximizes the  margin between two  sets  is  used. The 

optimal hyper plane maximizes the sum of the distances to the 

closet  positive  and  negative  training  patterns.  The  sum  is 

called as margin [17]. For non-linear case, training patterns are 

constructed onto a high dimensional space using kernel 

functions. Most commonly used kernel functions are 

polynomial, sigmoid and Gaussian radial basis function. The 

SVM in general makes four possible decision in iris 

recognition; the authorized person is accepted, the authorized 

person is rejected, the unauthorized person (impostor) is 

accepted and the unauthorized person (impostor) is rejected. 

and low FAR is the main objective in order to achieve both 

high usability and high security of the system. 

SVM use linearly separable and non- linearly separable data 

for classification of iris pattern. Feature vectors of 10 samples 

of 28 persons are transmitted to SVM for classification of iris 

pattern.  SVM   randomly  selects  the   testing  data.   After 

comparison result is evaluated by FAR/ FRR. FAR/ FRR is 

decided either image is accepted or rejected. By using the 

hybrid classifier, the .recognition rate shown in Table 1. 

Table1. Experimental Results 

 

 

 

 
 

 

Methods FAR/FRR Overall 

accuracy 

 

using SVM 

Haar Transform 5/2 96% 

PCA 4/4 96.3% 

Block Sum 

 

Algorithm 

2.43/4 98% 

Hybrid algorithm 5/4.5 98.9% 
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III. EXPERIMENTAL RESULTS AND COMPARISON. 
 

Evaluating the performance of biometric algorithms is a 

difficult issue. For the purpose of comparison; we implement 

these methods according to the published papers. To compare 

their  performance,  the  version  the  Chinese  Academy  of 

Science Institute of Automation (CASIA) version eye image 

database is used in this experiment. CASIA VI Iris Database 

contains 280 eye images from 28 individuals and every person 

has 10 images of eye. All experiments were performed by 

using MATLAB version R2012b on core processor. We use 
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the usual method to locate and normalize iris regions and use 

the combination of three methods mentioned above to extract 

the feature. Therefore we only analyze and compare the 

accuracy and computational complexity of feature extraction. 

After feature extraction, we use SVM classifier for matching 

stage  and  result  evaluated  by  FAR/  FRR.  False  Rejection 

Rates (FRR) is used to measure the rate of the system to reject 

the authorized person and False Acceptance Rates (FAR) used 

to measure the rates of the system to accept the unauthorized 

person. Both performances are can be expressed as: 

 

 

 

 

 

NFR is referred to the numbers of false rejections and NFA is 

referred to the number of false acceptance, while NAA and 

NIA are the numbers of the authorized person attempts and the 

numbers of impostor person attempts respectively. Low FRR 

Haar              PCA         Block Sum       Hybrid 

 

% in Accuracy 

 
Fig.6. Accuracy of Haar, PCA, Block Sum and Hybrid algorithm 
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Fig.7. FAR/ FRR in Percentage (%) of Haar, PCA, Block Sum and Hybrid 

algorithm. 

 

 
 

IV. CONCLUSION 

In this paper, we have discussed feature extraction of   iris 

recognition using Haar transform, PCA, Block sum algorithm 

with hybri algorithm. We have applied these transforms on 

the iris images for finding out the recognition rate.  Results of 

this experiment have shown that the accuracy in recognition 

using hybrid algorithm is better than block sum, PCA and 

Haar transform. Also Hybrid classifier i.e. combination of 

SVM and FAR / FRR are used for matching either image is 

accepted or rejected. FAR and FRR in percentage with 

respective various methods as shown in graph. Thus proposed 

algorithm provides better accuracy and recognition rate. 
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ABSTRACT 
 

Data provenance signifies "the source" or "origin". It offers authenticity to the user. User incorporates data by 

demonstrating it as per ontology of their decision utilizing a graphical UI that computerizes a great part of the 

procedure. User at that point connects with the framework to modify the automatically created model. Amid 

this procedure, user can change the information as expected to standardize information communicated in 

various configurations and to rebuild it. Once the model is finished, user can distributed the incorporated data 

or store it in a database.  

Keywords : Data Provenance , Cytoscape Tool , Cloud Data 

 

I. INTRODUCTION 

 
Cloud computing is dynamically accessible shared 

resources retrieved over a network. It is only pay for 

what you use, shared internally or with other 

customers. It is open for all user that’s why it 

required authenticity. Provenance means lineage or 

ancestry which provides origin of data. The 

provenance of a data product contains information 

about how the product was derived, and is crucial for 

enabling scientists to easily understand, reproduce, 

and verify scientific results. To find the provenance 

graph we have to use karma tool. The cytoscape tool 

is an independent tool that can be added to existing 

digital framework for reasons for gathering and 

representation of provenance information. It uses a 

particular design that authorizations support for 

various instrumentation modules that make it usable 

in various structural settings [1].Used extensively in 

different domain, data provenance has already been 

used in many application such as physics ,biology , e-

science etc. For data provenance , we need to 

understand the issues of data creation , alteration & 

copying. Provenance is metadata i.e. data about data, 

means how and when and by whom a particular set 

of data was collected, and how the data is 

formatted[2]. We make the case that provenance is 

crucial for data stored on the cloud and identify the 

properties of provenance that enable its utility. Using 

cytoscape tool we can find the origin of any type of 

data such as structured , unstructured , text ,image 

etc. Here we used structured data to find the origin & 

analyze the network. 

 

II. CYTOSCAPE 

 

Cytoscape is an open source software platform for 

complex network analysis and  visualization[3]. 

Using cytoscape we can find the origin of any type of 

data such as structured , unstructured , text ,image 

etc .                  

 

1) Choose one file from cloud i.e structured or 

organized data. Create .sif file . .sif file is 

executable in cytoscape .Now , import file 

locally.  
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                      Fig-1_ online .sif file 

  

2) Import file locally & display a network graph of 

that data , in the form of nodes & edges.   

 

 
Fig-2_Import .sif file [source from cytoscape tool] 

 

Fig-3_ Create network[source from cytoscape tool ] 

 

III. NETWORK ANALYSIS 

 

The accompanying plugins settings can be designed . 

 

A) Analyze Network: 

 

a) Directed Network  

 

The network contains solely directed edges. Here, 

NetworkAnalyzer provides three possible 

interpretations of the edge directions in the network. 

The user has to select one of the interpretations for 

further processing of the network. 

 

 
 Fig-4_Directed graph [Source cytoscape tutorial] 

 

b) Undirected Network  

 

The network contains both undirected and directed 

edges. Note that undirected edges cannot be 

converted unambiguously to directed ones. 

Therefore, networks with mixed edges are handled as 

undirected ones[4]. 

 

Fig-5_Undirected graph [source cytoscape tutorial] 

 

 

c) Edge attributes 



Volume 3, Issue 1, January-February-2018 | www.ijsrcseit.com | UGC Approved Journal [ Journal No : 64718 ] 

 
 1793 

For every node in a network, NetworkAnalyzer 

computes its in  degree and out degree for directed 

graph , its clustering coefficient, the number of self-

loops, and a variety of other parameters. It also 

computes edge betweenness for each edge in the 

network. , NetworkAnalyzer stores the computed 

values as attributes of the corresponding nodes and 

edges. This enables the users to apply different 

visualizations or to filter nodes or edges based on the 

values of the computed attributes. 

d) Use expandable interface for the dialog that 

displays analysis results 

 

If this option is enabled, analysis results are 

presented in a window in which all charts are placed 

below each other in expandable boxes. If this option 

is disabled, analysis results are presented in a window 

that contains tabs for the group of simple parameters 

and for every complex parameter. Users who wish to 

view simultaneously two or more complex 

parameters of one network, should enable this option. 

e) parameter visualization 

Using parameter visualization we can change the 

default setting of parameter. Such as background 

color , brightness , darkness etc. 

 
Fig-6_ Visualization of graph [source from cytoscape 

tool] 

f) Plot Parameters 

In undirected networks, the clustering coefficient Cn 

of a node n is defined as Cn = 2en/(kn(kn-1)), where kn 

is the number of neighbors of n and en is the number 

of connected pairs between all neighbors of n [5,6]. 

In directed networks, the definition is slightly 

different: Cn = en/(kn(kn-1)).In both cases, the 

clustering coefficient is a ratio N / M, where N is the 

number of edges between the neighbors of n, and M 

is the maximum number of edges that could possibly 

exist between the neighbors of n. The clustering 

coefficient of a node is always a number between 0 

and 1. 

 
Fig-7_Plot parameters[source from cytoscape tool ] 

 

IV. CONCLUSION 

 

This paper evaluates the performance of the 

structured data provenance framework in collecting 

and querying for provenance from workflow 

executions, and finds it to scale well with the size of 

the workflows and the number of concurrent clients. 

and is relevant to similar scientific projects. The 

workloads in themselves form a benchmark to 

compare and evaluate other Provenance systems and 

such a comparison is done with the network service. 

Cytoscape is currently deployed and being used in 

the biology test. Our future Work includes 

evaluating the performance of cloud data for real 

workflow runs and getting usable results for them by 

suppressing the I/O variations. In the data intensive 

applications – possibly by the use of local storage 

instead Of network file  systems. In addition to 

visually browsing provenance graphs, we are also 

investigating other ways in which provenance can be 

put to use. Notable among these is on using data 

provenance as a factor in searching and ranking of 
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data products by applying quality metrics . 
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ABSTRACT 
 

For quite a long time, the password has been the standard means for user authentication on computers. In any 

case, as clients are required to recollect more, longer, and evolving passwords, it is apparent that a more helpful 

and secure answer for client verification is vital. This paper analyzes different authenticators and thinks about 

these authenticators and their blends. We examine effectiveness against several attacks and suitability for 

particular security specifications such as compromise detection and non-repudiation. The paper attempts to 

offer a more blended multifactor authentication technique by introducing computer hardware in the process. 

Keywords : Multifactor Authentication, Security tokens, Soft tokens, Mobile Authentication 

 

I. INTRODUCTION 

 

1. Multi-Factor Authentication Concept 

In an authentication system, multi-factor implies 

that there is more than one of the components of 

verifications being utilized. Multi-factor 

authentication consists of verifying and validating 

the authenticity of an identifier using more than one 

validation mechanism. Authentication factors apply 

for a special system of verifying a client as the person 

who is completely allowed get the rights. There are 

different factor types for authentication: [1]  

 

 Human factors are inherently bound to the 

individual as for example visible features.  

 Personal factors are otherwise physically or 

mentally allocated to the individual as for 

example remembered code numbers.  

 Technical factors are bound to physical means as 

for example a pass, an ID card or a token.  

 

Each of the types may apply independently for 

demanding access according to given guidelines and 

techniques. The introducing of a factor demonstrates 

consistence with access to rules and in this way must 

be affected in a predetermined procedure. In two 

factor authentication a minimum of two factors 

compliance is required. [1]  

 

Multi-Factor Authentication provides additional 

account protection against various forms of online 

fraud. By adopting the multi-factor authentication, 

the possibilities of attacks are reduced. The 

authentication becomes more precise and secure.  

 

An example of multi-factor authentication at the 

new accounts desk would include performing the 

following: 

Credential validation - The ability to read and 

validate information encoded within the magnetic 

stripe and barcodes of government issued 

identification. 

Identity screening - A system to perform positive and 

logical verification of furnished customer data.  
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Fraud detection - Comparing customer information 

to negative files, both internal and external from 

across industries, which represents known and/or 

attempted frauds. 

 

One of the motivations of using MFA is to improve 

the single factor based Authenticated Key Exchange 

(AKE) by combining two or even more factors in one 

system . These MFA approaches are based on a single 

factor and in recent times, MFA has come forward as 

an active research topic. However, extra caution 

should be taken as current approaches to MFA are 

expensive and difficult to deploy.  

 

Integrating the credit card payment system with 

biometrics in MFA has given support for more 

efficient verification. This method proposes to 

employ fingerprint verification with a credit card in 

a MFA. Doing this would need the installation of 

additional equipment that would increase the cost. 

Employing biometrics when using a credit card in 

authentication as a MFA procedure is another access 

control approach. This system approaches time that 

affects the user acceptability for the system and using 

fingerprint authentication comes at low to medium 

cost with a medium level of accuracy. 

 

The card reader is an additional level of HW security 

that can use a One Time Password OTP. The chip on 

the client user card generates the OTP, with the 

caveat that the account 

 

Multi-factor authentication has been widely used by 

more and more people and organizations recently. It 

is especially popular with Internet business. 

Compliance acts are also another reason for its 

growing usage. Multi-factor authentication is going 

to become the standard method of authentication in 

the future. 

 

 

 

 

 

1.1 Multifactor Authentication Technologies 

 

a. Security Tokens 

 

A security token is a small hardware device that the 

user carries to authorize access to a network service. 

The device may be in the form of a smart card or it 

may be embedded in a commonly used object such as 

a key fob. Security tokens or hardware tokens 

provide an additional level of security through a 

strategy, which is known as two-factor 

authentication: the user has a personal identification 

number (PIN), which authorizes them as the owner 

of that particular device; the device then displays a 

number which uniquely identifies the user to the 

service, allowing them to log in. 

 

b. Soft Tokens 

 

A soft token is a software-based security token that 

generates a one time login PIN. Traditionally, a 

security token has been a hardware device that 

produces a new, secure and individual PIN for each 

use and displays it on a built-in LCD display. The 

system may get activated after the user presses a 

button or enters an initial PIN. Security tokens are 

generally used in environments with higher security 

requirements as part of a multifactor authentication 

system. While the hardware based frameworks are 

more secured than others frameworks, they are also 

costly and are difficult to deploy on a large scale, as is 

required for online banking and others, for example. 

 

Soft tokens are an attempt to replicate the security 

advantages of multifactor authentication, while 

simplifying distribution and lowering costs.  A 

smartphone soft token app mimics the hardware-

based security token. Like a hardware token, a 

smartphone provides on the device itself, an easy-to-

protect and easy-to-remember location for secured 

login information. Smartphones are connected 

devices, unlike a hardware token,  which make them 

inherently less secure. The extent of their security 
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largely depends on the device’s operating system and 

client software. 

 

c. Mobile Authentication  

 

Mobile authentication is the verification of a user’s 

identity through the use a mobile device and one or 

more authentication methods for secure access. 

Mobile authentication may be used to authorize the 

mobile device itself or as a part of a multifactor 

authentication scheme for logging into secure 

locations and resources. Password entry is clumsy on 

cell phones, especially when including capital letters, 

numbers and symbols. 

 

Some alternative methods of mobile authentication 

include: 

 

 Non-text passwords, where symbols or images 

might be chosen from a randomly-generated 

field. 

 Digital certificates using public key 

infrastructure. 

 Smartcards with stored authentication data. 

 Out of band authentication, where the user 

places a call to obtain authentication. 

 One time passwords (OTP) through phone apps 

or SMS messages. 

 

Some organizations have a need for extra security 

beyond ID and password for log in, but added devices 

and methods can make the procedures too 

cumbersome for employees. The ubiquity of smart 

phones can help ease the burden here, however. 

Most smart phones have a GPS device, enabling 

reasonable surety confirmation of the login location, 

a camera for potential facial recognition and iris 

scans, a microphone for voice recognition; some also 

have touch screens that can be used for finger 

scanning. 

 

Mobile devices that use more than one of these 

capabilities are functionally multifactor tokens. An 

example is the use of a Smartphone software token 

app that taps into GPS location and scans a 

fingerprint, all within a device that the user was 

probably going to be carrying anyway. For 

administrators, the main benefit of a software 

implementation is that there are no extra physical 

devices to manage. 

 

II. Using Hardware information in Authentication 

 

HW has been used to facilitate authentication for a 

long time. The idea is that owners/users register their 

devices based on their MAC address so that, the 

devices themselves are authenticated, rather than 

their users. MAC addresses are used in the 

cryptography of files, authentication and integrity 

networks to support the security of data 

transportation. This technique uses the MAC address 

as a key authentication factor to secure the 

communication session with the Internet Protocol 

(IP) address to reach the device destination [2]. 

 

Filtering MAC addresses to secure the wireless 

network is essential in giving users access to the 

wireless network. Doing so will give precise control 

to wireless users connected with the Access Point 

(AP) associated with their MAC address [3]. If this 

filtering is not applied and the MAC address of the 

client is not given, the client will not be granted 

access to the wireless network. So, MAC addresses of 

the client computer device gives the authorisation 

needed for a wireless connection which is between 

the client and server [4]. 

 

Spoofing attack is a situation in which one person or 

program successfully masquerades as another user by 

falsifying data and thereby gaining an illegitimate 

advantage [5]. Spoofing of MAC is usually beyond 

the average wireless user’s experience. In order to 

carry out spoofing on a MAC address, the client 

needs to be associated with a particular AP. As result, 

using the MAC address in wireless security depends 

on filtering the MAC address of the client without 

determining the user’s characteristics. 
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Another method of HW authentication usage is 

storage media drivers such as HDDs . Each storage 

media item has a unique HMSPN as an identifier 

product code that can be used in profiling [6]. These 

HMSPNs are already actively used for identification, 

albeit that they can be modified at firmware level 

and thus are susceptible to spoofing. For example, 

Microsoft products send product and HW identifiers 

during the activation process. So, this HW 

information provides the opportunity to profile the 

user’s computing environment. 

 

Port security is a mechanism which is used to restrict 

the MAC addresses that connect via a particular port 

switch. This tool allows defined and specific access to 

a particular port to allow a unique MAC addresses, or 

a range of MAC addresses. To connect to the LAN 

port, it will allow access of MAC addresses which 

belong to a range according to a configured list. 

When a frame arrives to the switch it will compare 

the MAC addresses with the MAC addresses on the 

configured allowed list. If the MAC address matches 

one of items on the list then the packet is allowed to 

go through. In contrast, if the MAC address does not 

belong to the configured list the port will drop the 

packet. So, MAC addresses can be specified to 

connect to a certain port. This type of firewall can 

support authentication [7]. This level of information 

has some characteristics of the user’s HW 

environment which can profile the user activity by 

using particular HW. 

 

In “Active Directory Integrated Media Access 

Control” based wireless authentication, the Internet 

Authentication Source (IAS) needs to be installed on 

a domain controller to ensure that the domain 

controller belongs to the Remote Access Service 

(RAS) and IAS source group. To proceed with this 

process, a Security Group in Active Directory is 

created which should have the MAC address of the 

laptop’s Wireless Cards. These are identified as 

“Wireless MACs”. 

 

Users are created by using the MAC address as a 

USERNAME and the AP is shared by a secret 

password. These users should be controlled by a 

security group created earlier by the network 

administrator. After creating a remote access policy 

in the IAS, this will permit remote access through 

the membership in the Windows group that was 

made previously. This course of action has been 

taken earlier in “authenticate wireless MAC accounts, 

based on group membership” [8]. A unique and 

constant MAC address is transmitted by 802.11 

devices and thus are identifiable. It was recently 

proposed to replace such identifiers with 

pseudonyms, i.e. temporary names which were 

unable to be linked to the IT device due to the fact 

that implicating identifiers or identifying 

characteristics of 802.11 networks traffic can identify 

many users with high accuracy [9]. 

 

Another profiling technique uses four implicit 

identifiers visible to the piece of HW to quantify 

how well a passive adversary can identify users. A 

lower boundary is placed on how accurately users 

can be identified implicitly by using the following: 

 

1. Identifying four previously unrecognized 

implicit identi- fiers: network destinations, 

network names advertised in 802.11 probes, 

differing configurations of 802.11 options and 

sizes of broadcast packets that hint at their 

contents.  

2. Develop an automated procedure to identify 

users which quantifies how much information is 

revealed via implicit identifiers, both singularly 

and in multiples, and which can reveal about 

several hundred users in three empirical 802.11 

traces.  

3. The evaluation shows users produce highly 

discriminating implicit identifiers. Even a small 

sample of network traffic can identify them, i.e. 

more than half (56%) of the time in public 

networks. Moreover, it is most unlikely that 

they would be mistaken as being the source of 

other network traffic (1% of the time). Since 
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adversaries will obtain multiple traffic samples 

from a user over time, this high level of accuracy 

in traffic classification enables them to track 

many users with even higher accuracy than in 

common wireless networks.  

4. It is the first time it has been shown with 

empirical evidence that design considerations 

beyond eliminating explicit identifiers, such as 

unique names and addresses, must be addressed 

to protect anonymity in wireless networks. 

 

During one research it was [9] noted that by 

considering a subset of all possible identifiers and a 

weak, passive adversary, the results only place a 

lower boundary on the accuracy with which users 

can be profiled. The efforts are continuing to 

uncover implicit identifiers exposed in 802.11, such 

as those exposed by timing channels. The accuracy of 

the implicit identifiers over longer timescales and 

across different locations will be evaluative, since 

this study analysis is limited by the duration and 

location of the traces. 

 

In 1998 the University of Pittsburgh established a 

network connection to residence hall students 

because the number of residence hall beds had 

increased to 6,000 and the connection rate had 

continued to increase to 74 percent of resident 

students. Students were implementing a manual 

process to assign static IP addresses and record each 

computer’s MAC address. This then required the 

entry of a username and password each time the user 

established a connection. After that, the 2000 

Dynamic Host Configuration Protocol Automated 

Teller Machine (DHCPATM) was used to provide IP 

addresses for each student in conjunction with 

registration software to record the necessary machine 

information. This technique, however, was 

considered to be too time consuming for tracking 

security activity [10]. Point-to-Point Protocol over 

Ethernet “PPPoE” technology was used to improve 

the ability of secure access to the wireless network. 

So, a single and easy system can be con- figured and 

used for all users. In spite of this the wireless or 

traditional wired ports connection must be 

implemented in order to avoid confusion and to offer 

users flexibility in public areas without needing to 

re-authenticate or switch to a different 

authentication mechanism wireless network [11,12]. 

Therefore, using additional HW information may 

support this access control approach to avoid the 

confusion of roaming from wireless to traditional 

wired ports in LAN. 

 

Another technique uses specific network security 

devices. Network security devices are connected 

between a protected client and a network. The 

network security device negotiates a session key with 

another protected client. Then, all communications 

between the two clients are encrypted. The device is 

self-configuring and locks itself to the IP address of 

its client. Thus, the client cannot change its IP 

address once this has been set and therefore cannot 

emulate the IP address of another client. When a 

packet is transmitted from the protected host, the 

security device translates the MAC address of the 

client to its own MAC address before transmitting 

the packet into the network. Packets addressed to the 

host contain the MAC address of the security device 

[13]. 

 

In order to verify the client’s username and password 

the Secure Remote Password protocol (SRP) [14] 

modular performs large integer exponentiations. This 

task requires many operations and consumes a large 

part of the total execution time of software 

implementations of the SRP protocol that are 

affected by HW performance. Modifying or 

designing a suitable HW environment to accelerate 

the exponentiations modular in the SRP protocol 

[15,16] is associated to user’s HW and affects in 

observing user behaviour. 

 

A mouse is a dynamic biometric that is similar to 

keystroke dynamics. The mouse is very important for 

graphical user interface (GUI). In contrast, the 

keyboard is essential for command line based 

applications. The behaviour of both these devices can 
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be combined in a common detector. Adapting 

keystroke technology by addressing issues such as 

passive and dynamic monitoring could improve the 

detection [17]. However both detectors may be 

affected by the keyword and mouse environment 

that motivate the focus in users’ devices which affect 

user detection. A user’s HW can support a reduction 

in digital identity fraud. However, because of natural 

or analytic HW authentication, this level of 

information is related to the user’s confidentiality 

and integrity which are a primary concern and thus, 

any implementation of a new authentication method 

will have to be aware of this. In this research, HW 

information is used as the authentication factor. 
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